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Abstract: Deep learning technology is widely used in automobile controller area network (CAN) intrusion attack detection due to its high effi-
ciency. Automobile controller area network uses deep learning techniques to train intrusion detection model, which enhances vehicle security
protection capability. However, existing automobile CAN network intrusion detection models have many problems such as inability to identify
specific types of attacks, low model accuracy, and poor model generalization ability. This paper proposes an automobile CAN network intru-
sion detection model based on deep learning, named CNN-KAN, which solves the above problems and achieves accurate attack detection.
CNN-KAN utilizes the Kolmogorov—Arnold theorem to achieve the specific recognition of automobile CAN network messages, and uses trans-
fer learning to improve the generalization ability of CNN-KAN. Experiments show that CNN-KAN achieves accuracies of 94.50% and 100%
on the B-CAN and Survival datasets, respectively, while exhibiting fast convergence, making it well suited for intrusion detection in in—vehi-
cle CAN network scenarios.
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Fig.2 Intrusion detection flow chart
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Table 3 Experimental results on the Car—Hacking dataset
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R Accuracy Prediction Recall F1
Xception 0.968 5 0.970 2 0.968 5 0.968 7
VGG19 0.963 0 0.966 5 0.963 0 0.963 4
Inception 0.966 2 0.968 2 0.966 2 0.966 4
ResNet50 0.963 8 0.967 3 0.963 8 0.964 2
InceptionResNet 0.968 9 0.967 9 0.968 9 0.969 1
CNN-KAN 09756 0.9779 09756 097717
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InceptionResNet 0.894 2 0.909 0 0.894 2 0.888 4
Xception 0.9253 0.936 3 0.9253 0.924 5
VGG19 0.666 7 0.500 0 0.666 7 0.555 6
CNN-KAN 0.9450 0.9417 0.958 1 0.927 8

Table 5 Experimental results on the Survival dataset
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Y Accuracy Prediction Recall F1
Inception 0.949 8 0.9535 0.949 8 0.947 6
ResNet50 0.7551 0.6303 0.755 1 0.674 1

InceptionResNet 0.986 5 0.9872 0.986 5 0.9857
Xception 0.9837 0.983 6 0.9837 0.9829
VGG19 0.945 6 0.901 1 0.9456 0.9215
CNN-KAN 1.000 0 1.000 0 1.000 0 1.000 0
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(b)  The training loss descent curve of the InceptionResNet model
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(¢)  The training loss descent curve of the ResNet50 model
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(d) The training loss descent curve of the VGG 19 model
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(e) The training loss descent curve of the Xception model
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(f)  The training loss descent curve of the CNN=KAN model
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Fig.5 Convergence comparison of different models
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